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Abstract

Space surveillance constitutes a critical domain for national
security, aerospace management, and the sustainable use of orbital
environments. As the volume of space objects—including active
satellites, defunct spacecraft, and orbital debris—continues to grow,
the integrity, security, and interoperability of surveillance data
become paramount. This review examines the potential application of
blockchain technology to space surveillance, with particular emphasis
on the Indian airspace context. Drawing upon evidence from
blockchain fundamentals, remote sensing data management, air traffic
management, unmanned aerial vehicle (UAV) communications, and
space traffic management (STM) architectures, this paper synthesizes
current knowledge on how blockchain's properties of decentralization,
immutability, transparency, and security can address persistent
challenges in aerospace data governance. The review identifies
applications including tamper-proof telemetry logging, decentralized
multi-agency data sharing, smart contract-enabled automation,
cybersecurity enhancement, and satellite lifecycle management.
Challenges such as computational demands, latency constraints,
integration complexity, and regulatory ambiguity are critically
assessed. The paper concludes with future directions encompassing
Al-blockchain convergence, quantum computing integration, and
international collaboration frameworks.
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1. Introduction
1.1 The Imperative for Space Surveillance in India

Space surveillance is a multidimensional activity that involves
detecting, tracking, identifying, and cataloging objects in Earth's orbit,
as well as monitoring aerial threats within sovereign airspace. The
orbital environment 1is currently experiencing unprecedented
congestion. According to Chen et al. (2013), the increasing number of
on-orbit satellites and debris objects is creating a high-risk
environment. A seminal example of this risk was the 2009 collision
between Iridium 33 and Kosmos 2251, which produced over 2,000
pieces of trackable debris. This catastrophic event was largely
attributed to "imprecise SSA [Space Situational Awareness] data, and
inadequate methods of orbital updates or data sharing" (Chen et al.,
2013).

For a nation like India, which operates an expansive and growing
constellation of satellites for communication, navigation, Earth
observation, and defense, a robust space surveillance system is not
merely a technical requirement but a pillar of national security. India’s
defense posture has already been enhanced through the deployment of
advanced radar systems and surveillance architectures, such as the
Israeli Phalcon AWACS and AESA radars, which significantly
increase cross-border monitoring and communication interception
capabilities (Xie et al., 2019). Protecting these assets requires high-
integrity, high-availability, and auditable data flows to support
operational decision-making.

1.2 Current Challenges in Aerospace Governance

The challenges currently facing space surveillance are
multifaceted and systemic. Existing Space Traffic Management
(STM) services are primarily centralized and designed for a limited
number of specialized consumers. Consequently, these systems lack
the scalability needed to handle the projected 10- to 100-fold increase
in orbital population (Blakeslee et al., 2020). Furthermore, the data
sources for surveillance are highly heterogeneous, ranging from
ground-based radars and optical telescopes to space-based sensors.
Integrating this diverse information is essential for managing the
complexity, dynamics, and uncertainties of modern space systems
(Aste et al., 2017).

Another persistent concern is the validation of satellite-derived
data products against "ground truth" observations. Studies evaluating
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satellite retrievals against in-situ networks highlight the need for

traceable evaluation and governance of data versions (Chen et al.,

2013; Xie et al., 2019). Operational decisions depend on these data

flows, yet maintaining multi-party trust remains a hurdle once data is

exchanged between different organizations.

1.3 The Relevance of Blockchain Technology

Blockchain technology offers a new paradigm to address the core
requirements of space surveillance: data integrity, multi-stakeholder

trust, and decentralized coordination. Fundamentally, blockchain is a

distributed ledger that uses a consensus protocol and cryptography to

achieve trust transfer and security (Robinson & Mazzucato, 2019).

Major space agencies have already signaled interest in this
technology. NASA has expressed intentions to launch blockchain-
based missions and to implement blockchain in internal operations

(Mazzucato & Robinson, 2018), while the European Space Agency

(ESA) has emphasized the relevance of integrating blockchain into

remote sensing to support automation through smart contracts without

a central authority (Silber & Price, 2016). In the context of "Web3,"

blockchain is seen as a direct response to problems of centralization

and data control, emphasizing peer-to-peer coordination (Ustiindag et

al., 2023).

2. Background and Fundamentals

2.1 Core Properties of Blockchain Technology

Blockchain operates as a distributed ledger technology (DLT) that
allows transactions to be recorded concurrently on thousands of
servers via a peer-to-peer (P2P) topology (Salah et al., 2019). Its
foundational properties distinguish it from conventional centralized
databases:

e Decentralization: By eliminating the reliance on a central
authority, blockchain ensures that data is tamper-proof (S &
Valarmathi, 2025). This decentralization mitigates single points of
administrative control.

e Immutability: Once data is validated by most "miner" nodes, it
becomes a permanent and verifiable part of the record (Alkhudary
& Gardiner, 2024). This ensures the integrity and traceability of
information.
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Transparency: Distributed ledgers can make previously hidden
processes visible, providing new ways to hold parties accountable
(Babazade & Gurtov, 2022).

Security: The chained data structure, combined with distribution
across peers, ensures that any tampering with a block changes its
hash value, making modifications immediately detectable (Pierce
et al., 2024).

Blockchain platforms are generally categorized as public
(permissionless) or private (permissioned), with "consortium
blockchains" offering an intermediate model where a preselected
group maintains the ledger—a model highly suitable for multi-
agency defense environments (Robinson & Mazzucato, 2019;
Shafay et al., 2021).

2.2 Sensing and Monitoring in Space Surveillance

3.
3.

Space surveillance integrates several sensing modalities to maintain
awareness of the orbital environment:
Space-Based Sensing: Instruments like the International Space
Station Lightning Imaging Sensor (ISS LIS) provide real-time data
with high timing accuracy (better than 2 ms) and horizontal
location accuracy (~3 km), proving vital for operational forecasting
(Reegu et al., 2023; Blakeslee et al., 2020).
Ground-Based Sensing: This includes radar networks and optical
telescopes, as well as VLF (Very Low Frequency) narrowband
measurement systems, which serve as an inexpensive remote
sensing technique for probing the ionosphere (Biswas et al., 2023;
Silber & Price, 2016).
Al Integration: Artificial Intelligence is increasingly used to
support decision-making and enable automated detection and
classification pipelines (Nag et al., 2021).
The integration of these building blocks into a cohesive system
requires a coordination layer that can handle heterogeneous sensors
with differing error modes and provenance requirements (Silber &
Price, 2016).
Blockchain Applications in Space Surveillance
1 Data Integrity and Tamper-Proof Telemetry Logs
The primary use of blockchain is to record diverse data types such

as assets, obligations, and identity records while ensuring their
reliability as an information infrastructure (Aste et al., 2017). In
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remote sensing, a multi-level blockchain architecture can improve data
security by storing data in the Interplanetary File System (IPFS) and
uploading hashes to the Ethereum chain for public verification
(Batista et al., 2021). This approach addresses the vulnerability of
centralized cloud systems, which can lose all data if a central server is
successfully attacked (Batista et al., 2021). For space surveillance,
this ensures that telemetry logs and orbital element sets are tamper-
evident and auditable.
3.2 Decentralized Data Sharing Across Agencies

Space surveillance involves a multitude of stakeholders, including
defense agencies (DRDO, IAF), civilian space organizations (ISRO),
and international partners. Blockchain enables coordination without
the need for a single trust anchor (Aste et al., 2017). For example, the
"System-Wide Information Management" (SWIM) concept in air
traffic management aims to enhance secure data sharing between
stakeholders; blockchain can augment this by providing cryptographic
guarantees of data provenance (Pierce et al., 2024). This enables
"shared situational awareness," where contributors can rely on the
distributed ledger rather than a single database administrator.
3.3 Smart Contracts for Automation

Smart contracts are self-executing code deployed on a blockchain
that can automate workflows with transparency and trust (Batista et
al., 2021). In a surveillance context, these contracts could specify
specific conjunction assessment thresholds to automatically trigger
collision-avoidance notifications when proximity criteria are met. This
principle is already being explored in UAV communications to enable
automated agreements between drones and other entities (S &
Valarmathi, 2025).
3.4 Cybersecurity and GPS Protection

Blockchain's distributed nature eliminates single points of failure,
enhancing the cybersecurity of command-and-control systems
(Mazzucato & Robinson, 2018). A notable application is the
potential to secure GPS signals; in the event of GPS spoofing, a
system could rely on a blockchain-based digital ledger instead of the
jammed signal to maintain operational integrity (Mazzucato &
Robinson, 2018). This provides a layer of accountability for data
exchanges and actions within aerospace pipelines.
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3.5 Satellite Lifecycle Management

Borrowing from the drone registration paradigm, blockchain can
assign unique, tamper-proof identifiers to space objects (Babazade &
Gurtov, 2022). This enables real-time tracking and improved
compliance throughout the satellite's lifecycle, from manufacturing to
decommissioning. It also facilitates risk management in the spacecraft
supply chain by sharing information across a secure, distributed
network (Aste et al., 2017).
4. Strategic Importance for Indian Airspace
4.1 Enhancing Trust Between Agencies

The Indian space ecosystem involves ISRO (civilian), DRDO
(defense research), the Indian Air Force, and an emerging private
sector. Blockchain's distributed ledger can establish "trust and
transparency among stakeholders" by recording and verifying all
interactions (S & Valarmathi, 2025). By utilizing a consortium
model, India can ensure that data is shared securely among preselected
agencies without requiring full public transparency.
4.2 Real-Time Hazard Coordination

The ability of space-based sensors to deliver operationally
relevant data in near real-time, as shown by the ISS LIS, is critical for
Indian aviation and defense (Reegu et al., 2023). Blockchain-enabled
coordination can streamline the dissemination of conjunction
warnings and debris-tracking updates, even in communication-
degraded environments, by leveraging Edge Al and auditable ledger
operations (Mazzucato & Robinson, 2018).
4.3 Resilience and National Policy

Decentralization offers inherent resilience against cyberattacks
because data is distributed across multiple nodes; the loss of one
server does not compromise the entire system (Batista et al., 2021).
This aligns with India’s Digital India and Make in India initiatives.
Mission-oriented policies can help space agencies create new markets
while aligning technological development with national strategic
objectives (Robinson & Mazzucato, 2019). Furthermore, for India,
blockchain architectures must be designed as both technical and legal
artifacts that govern the rights over surveillance data and intelligence
(S & Valarmathi, 2025).
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5. Challenges and Constraints
5.1 Computational Overhead and Latency
A significant hurdle is the computational demand of consensus
mechanisms, such as proof-of-work, which can introduce delays in
data processing (Shafay et al., 2021). In applications like collision
avoidance, where timing accuracy is measured in milliseconds, these
latencies represent a major constraint (Reegu et al., 2023). Current
research indicates that performance and scalability remain unresolved
when integrating blockchain with high-throughput Al systems (Salah
et al., 2019).
5.2 Organizational and Technical Integration
Integrating blockchain into established aerospace infrastructure is
not a simple "add-on" but requires substantial organizational
transformation. NASA’s experience with Model-Based Systems
Engineering (MBSE) suggests that large agencies must undergo
structured change management (Pierce et al., 2024; Zou et al., 2023).
Additionally, the interoperability between blockchain platforms and
legacy aerospace systems remains a significant technical challenge
(Salah et al., 2019; Alkhudary & Gardiner, 2024).
5.3 Regulatory and Legal Ambiguity
In India, the legal framework for blockchain is still developing.
Legal analyses of blockchain-adjacent technologies, such as NFTs,
highlight the urgent need for clarity on ownership, rights management,
and infringement (Dua, 2022; S & Valarmathi, 2025). This
regulatory uncertainty creates hurdles for deploying blockchain in
sensitive defense and surveillance contexts where data rights and
accountability are paramount.
6. Global Context and Future Directions
6.1 Lessons from International Space Agencies
e NASA: NASA’s Ames Research Center has proposed STM
architectures with standardized open interfaces. While their
primary focus has been on service-oriented architecture, the
agency's shift toward public-private partnerships creates an
innovation ecosystem conducive to blockchain experimentation
(Mazzucato & Robinson, 2018).
e ESA: The European Space Agency has explicitly promoted the
assimilation of blockchain for remote sensing and automation.
Their participation in the European Blockchain Partnership aims to
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develop resilient blockchain service infrastructures for the
continent.
6.2 AI and Quantum Convergence

The convergence of blockchain and Al is a major research
frontier. Blockchain can provide an auditable record of Al-generated
threat assessments, increasing trust in automated systems (Salah et
al., 2019; Wihartiko et al., 2021). However, the advent of quantum
computing poses a threat to current cryptographic foundations,
necessitating the development of quantum-resistant protocols (Silber
& Price, 2016).

6.3 Toward International Collaboration

Since orbital objects traverse multiple jurisdictions, space
surveillance is inherently international. Blockchain can serve as a
secure, auditable mechanism for international data exchange without a
single intermediary. Future frameworks for Space Traffic
Management (STM) could incorporate blockchain verification layers
into existing standards, such as those from the Consultative
Committee for Space Data Systems (CCSDS).

7. Conclusion

Blockchain technology serves as a transformative coordination
and trust layer, enhancing the security, integrity, and interoperability
of space surveillance data. By leveraging decentralization,
immutability, and smart contracts, surveillance systems can move
away from vulnerable centralized models toward resilient, multi-
stakeholder architectures.

For India, the path forward requires interdisciplinary research
involving aerospace engineering, cryptography, and defense studies.
Collaboration between ISRO, DRDO, and the Indian Air Force,
modeled on NASA’s evolving partnership frameworks, can accelerate
development. While challenges in latency, computational cost, and
regulation persist, the strategic benefits of blockchain for national
security and the global governance of space are profound.

References

Alkhudary, R. and Gardiner, P. (2024). Utilizing blockchain to
enhance project management information systems: insights into
project portfolio success, knowledge management and learning
capabilities. International Journal of Managing Projects in

International, Peer reviewed, Referred & Indexed Monthly Journal

RET Academy for International Journals of Multidisciplinary Research (RAIJMR)



International Journal of Research in Humanities Vol. 14, Sp. Issue 03 Mar.: 2026

& Soc. Sciences [I.F. 5.991] ISSN(P) 2347-5404 ISSN(0)2320 771X

Business, 17(4/5), 731-754. https://doi.org/10.1108/ijmpb-01-
2024-0021

Aste, T., Tasca, P., & Matteo, T. (2017). Blockchain Technologies:
The Foreseeable Impact on Society and Industry. Computer,
50(9), 18-28. https://doi.org/10.1109/mc.2017.3571064

Babazade, A. and Gurtov, A. (2022). REGISTRATION OF DRONES
THROUGH BLOCKCHAINS. Azerbaijan Journal of High
Performance Computing, 5(2), 318-325.
https://doi.org/10.32010/26166127.2022.5.2.318.325

Batista, N., Melicio, R., & Santos, L. (2021). Large Geographical
Area Aerial Surveillance Systems Data Network Infrastructure
Managed by Artificial Intelligence and Certified over Blockchain:
A Review. Network, 1(3), 335-353.
https://doi.org/10.3390/network 1030019

Bi, Z., Yung, K., Ip, W., Tang, Y., Zhang, W., & Xu, L. (2022). The
State of the Art of Information Integration in Space Applications.
leee Access, 10, 110110-110135.
https://doi.org/10.1109/access.2022.3215154

Biswas, S., Yao, Z., Yan, L., Alghatani, A., Bairagi, A., Asiri, F., ...
& Masud, M. (2023). Interoperability Benefits and Challenges in
Smart City Services: Blockchain as a Solution. Electronics, 12(4),
1036. https://doi.org/10.3390/electronics 12041036

Blakeslee, R., Lang, T., Koshak, W., Buechler, D., Gatlin, P., Mach,
D., ... & Christian, H. (2020). Three Years of the Lightning
Imaging Sensor Onboard the International Space Station:
Expanded Global Coverage and Enhanced Applications. Journal
of Geophysical Research Atmospheres, 125(16).
https://doi.org/10.1029/2020jd032918

Chen, Y., Yang, K., Qin, J., Zhao, L., Tang, W., & Han, M. (2013).
Evaluation of AMSR-E retrievals and GLDAS simulations
against observations of a soil moisture network on the central
Tibetan Plateau. Journal of Geophysical Research Atmospheres,
118(10), 4466-4475. https://doi.org/10.1002/jgrd.50301

Dua, A. (2022). Review of Adoption Theories in the Context of
Blockchain. JIM, 1(1). https://doi.org/10.1177/1jim.221085415

Ishmaev, G. (2017). Blockchain Technology as an Institution of
Property. Metaphilosophy, 48(5), 666-686.
https://doi.org/10.1111/meta.12277

International, Peer reviewed, Referred & Indexed Monthly Journal

RET Academy for International Journals of Multidisciplinary Research (RAIJMR)



https://doi.org/10.1108/ijmpb-01-2024-0021
https://doi.org/10.1108/ijmpb-01-2024-0021
https://doi.org/10.1109/mc.2017.3571064
https://doi.org/10.32010/26166127.2022.5.2.318.325
https://doi.org/10.3390/network1030019
https://doi.org/10.1109/access.2022.3215154
https://doi.org/10.3390/electronics12041036
https://doi.org/10.1029/2020jd032918
https://doi.org/10.1002/jgrd.50301
https://doi.org/10.1177/ijim.221085415
https://doi.org/10.1111/meta.12277

International Journal of Research in Humanities Vol. 14, Sp. Issue 03 Mar.: 2026

& Soc. Sciences [I.F. 5.991] ISSN(P) 2347-5404 ISSN(0)2320 771X

Mazzucato, M. and Robinson, D. (2018). Co-creating and directing
Innovation Ecosystems? NASA's changing approach to public-
private partnerships in low-earth orbit. Technological Forecasting
and Social Change, 136, 166-177.
https://doi.org/10.1016/j.techfore.2017.03.034

Murakami, D., Nag, S., Lifson, M., & Kopardekar, P. (2019). Space
Traffic Management with a NASA UAS Traffic Management
(UTM) Inspired Architecture. https://doi.org/10.2514/6.2019-
2004

Nag, S., Murakami, D., Marker, N., Lifson, M., & Kopardekar, P.
(2021). Prototyping operational autonomy for Space Traffic
Management. Acta Astronautica, 180, 489-506.
https://doi.org/10.1016/j.actaastro.2020.11.056

Pierce, G., Nicoli, P., Hill, T., & Cornford, S. (2024). How the
INCOSE Model-Based Capability Matrix Has Steered
Model-Based Systems Engineering Transformation at NASA.
Incose International Symposium, 34(1), 830-848.
https://doi.org/10.1002/iis2.13180

Reegu, F., Abas, H., Gulzar, Y., Xin, Q., Alwan, A., Jabbari, A., ... &
Dziyauddin, R. (2023). Blockchain-Based Framework for
Interoperable Electronic Health Records for an Improved
Healthcare System. Sustainability, 15(8), 6337.
https://doi.org/10.3390/sul 5086337

Robinson, D. and Mazzucato, M. (2019). The evolution of mission-
oriented policies: Exploring changing market creating policies in
the US and European space sector. Research Policy, 48(4), 936-
948. https://doi.org/10.1016/j.respol.2018.10.005

S, A. and Valarmathi, R. (2025). Offering copyright protection for
non-fungible tokens in India: Legal frameworks and strategies.
The Journal of World Intellectual Property.
https://doi.org/10.1111/jwip.12356

Salah, K., Rehman, M., Nizamuddin, N., & Al-Fuqaha, A. (2019).
Blockchain for Al: Review and Open Research Challenges. Ieee
Access, 7, 10127-10149.
https://doi.org/10.1109/access.2018.2890507

Shafay, M., Ahmad, R., Salah, K., Yaqoob, I., Jayaraman, R., &
Omar, M. (2021). Blockchain for Deep Learning: Review and
Open Challenges. https://doi.org/10.36227/techrxiv.16823140.v1

International, Peer reviewed, Referred & Indexed Monthly Journal

RET Academy for International Journals of Multidisciplinary Research (RAIJMR)



https://doi.org/10.1016/j.techfore.2017.03.034
https://doi.org/10.2514/6.2019-2004
https://doi.org/10.2514/6.2019-2004
https://doi.org/10.1016/j.actaastro.2020.11.056
https://doi.org/10.1002/iis2.13180
https://doi.org/10.3390/su15086337
https://doi.org/10.1016/j.respol.2018.10.005
https://doi.org/10.1111/jwip.12356
https://doi.org/10.1109/access.2018.2890507
https://doi.org/10.36227/techrxiv.16823140.v1

International Journal of Research in Humanities Vol. 14, Sp. Issue 03 Mar.: 2026

& Soc. Sciences [I.F. 5.991] ISSN(P) 2347-5404 ISSN(0)2320 771X

Silber, 1. and Price, C. (2016). On the Use of VLF Narrowband
Measurements to Study the Lower Ionosphere and the
Mesosphere—Lower Thermosphere. Surveys in Geophysics, 38(2),
407-441. https://doi.org/10.1007/s10712-016-9396-9

Wihartiko, F., Nurdiati, S., Buono, A., & Santosa, E. (2021).
Blockchain dan Kecerdasan Buatan dalam Pertanian : Studi
Literatur. Jurnal Teknologi Informasi Dan Ilmu Komputer, 8(1),
177. https://doi.org/10.25126/jtiik.08 14059

Xie, Q., Menenti, M., & Li, J. (2019). Improving the AMSR-E/NASA
Soil Moisture Data Product Using In-Situ Measurements from the
Tibetan  Plateau. Remote Sensing, 11(23), 2748.
https://doi.org/10.3390/rs11232748

Zou, Q., Yu, W., & Bao, Z. (2023). A Blockchain Solution for
Remote Sensing Data Management Model. Applied Sciences,
13(17), 9609. https://doi.org/10.3390/app13179609

Ustiindag, M., Yildiz, G., TANRIVERDI, M., & BIRBUDAK, T.
(2023). Bibliometric Analysis of Articles on Web3. The Universal
Academic Research Journal, 5(4), 433-459.
https://doi.org/10.55236/tuara.1344352

International, Peer reviewed, Referred & Indexed Monthly Journal

RET Academy for International Journals of Multidisciplinary Research (RAIJMR)



https://doi.org/10.1007/s10712-016-9396-9
https://doi.org/10.25126/jtiik.0814059
https://doi.org/10.3390/rs11232748
https://doi.org/10.3390/app13179609
https://doi.org/10.55236/tuara.1344352

